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Background

 LWE (Learning with errors) problem [Rregevos]

Given (4, b)
« Search-version : find s

e Decision-version : LWE or Uniform dist. ?
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Background

 LWE solving algorithms

LWE solving alg.
Lattice attack Combinatorial attack Algebraic attack
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Recall Hybrid Dual Attack
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Recall Meet-LWE Attack

 Meet-LWE attack on sparse ternary LWE [May21]

 seT"(w)ands',s" €eT" (g)

w
« #(representation):= R = (K)
2

. L1={S’ET"(%)|nk(As’+e):t} .- ______ . = __t___} lk=|log,R|

As' 4 e = b == As"

o Ly={s" €T"(¥)|mc(b - Aas") =t}
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Recall Meet-LWE Attack

 Meet-LWE attack on sparse ternary LWE [May21]

$
- compute k = |log, R| and fix a t < Z¥

 For each i (e) € 7% do

« construct L, = {(s’ eTn (%) ,h(As' + e)) ‘nk(As’ +e) = t}

« construct L, = {(s” eTn (%) ,h(b — As”)) ‘nk(b —As'") = t}
« For all matched (s’,) and (s",") in the 2nd component do

c ifs=s"+s"€eT™"w)and As — b € T then

 return s
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Hybrid Dual and Meet-LWE Attack

« Use Meet-LWE attack to accelerate guessing s

A s+ e=b mmp [NwillAs + @ s+ 00w e =5
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 Dual attack makes a trade-off between the dim of secret and the norm of error

Technical problems

1. secret : hamming weight fixed 2 unknown

2, error : ternary - large
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Hybrid Dual and Meet-LWE Attack

* Problem 1 --- unknown hamming weight of the secret
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Hybrid Dual and Meet-LWE Attack

* Problem 2 --- large error

e= [l s; + W e ~G, »e

« Enumerate {—E, ..., E} instead of {—1,0,1}

=t Sk

As' 4+ e = b == As" /[\\—'IDM
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Hybrid Dual and Meet-LWE Attack

* Problem 2 --- large error

e= [l s; + W e ~G, »e

 Define a new hash function
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Concrete Security Estimation of FHE

« Improvements up to 16 bits
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«  HYBRID1 [BLLWZ22] Hybrid dual attack on LWE with arbitrary secrets. Cybersecurity 2022.

«  HYBRID2 [CHHS19] A hybrid of dual and meet-in-the-middle attack on sparse and ternary secret LWE. IEEE Access 2019.
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Conclusion

* Summary
« Use Meet-LWE to accelerate guessing in hybrid dual attack

« Improve the estimation of the concrete security of FHE up to 16 bits

 Future work

- Remove enumerating e Th anks !

* Replace the hash function
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